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Abstract

Assessing North Korea's Al Capabilities and Security
Implications: Focusing on Deep Learning and
Intelligent Optimization Data Analysis

Minjung Kim
(Institute for National Security Strategy)

Evaluating North Korea’s artificial intelligence capabilities solely through the number of
publicly available papers or the possession of large—scale models risks overlooking practical
applications in the military, public security, and cyber domains. This study examines North
Korean researchers’ published work on speech Al and observable computing environments
to assess how North Korea seeks to implement task—specific Al functions under constraints
in data availability and legacy hardware. Wake—up word spotting research shows an applied
approach using open speech datasets and mobile—grade processors to enable voice-
command activation in standby devices. Text—to—speech research demonstrates attempts
to improve synthetic speech generation speed and naturalness using limited Korean
speech data and server—grade graphics processing units. Accent identification and voice
activity detection studies use broadcast, web—extracted, and noise—mixed speech data to
classify speech characteristics and identify meaningful voice segments in field audio. The
use of NVIDIA Tesla P100 and GeForce RTX 2070 indicates that North Korean Al research
remains concentrated on small- and medium-scale model training and experiments with
civilian graphics cards. The use of Qualcomm Snapdragon 820 also suggests attempts to
validate laboratory—level models in compact device environments. These patterns raise the
possibility that North Korea may reinforce surveillance, identification, and deception
capabilities through external model access and open—weight models despite domestic

computing constraints. North Korea's Al capabilities should therefore be assessed through

21 |



an integrated review of data processing capacity, execution environments, hardware use,
and potential applications in military and covert operations, beyond quantitative judgments

based on research scale or hardware generation.

Keywords: North Korean artificial intelligence, speech Al, deep learning, lightweight model,
computing hardware, surveillance and identification technology, sanctions on

North Korea, China—Russia—Iran—North Korea cooperation, CRINK
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